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. one ald ¥, Lillard, USA (G-2) L

Usptain Allan L, Reed, USN (oNI)
Colonel Jack E, Thomas, USAF (AFOIN-3BY
Captain John A, Holbrook, WSK (JIG)
Chairmen, Eeonomic Tntellipence Comittes
Chajemah, Seientifie Egtimstes Committee

SUBJECT ¢ SE-38: Probable Soviet Courses of Action
in Electromagnetic larfare

REFERENCES. : g, NSO 137 ond 137/Y
b,  NSC Aotion 710 (11 Febeusry
g. My memorawhum to TAC on this subject,
- deted 19 February

A. Terma of Reforence for the Report of
- the Seientific Estimates Committee.
B, Terms of Referencs for the Report of
- ‘the Eeenomic Intellipence Commiites.

ENCLOSURES

1. Reféreme_ ¢ vas approved by the JAC on 26 Febwuary.

: 2. The work ofthaSEGmdtha EIG mgo:lngforwardin
accordancs with reference g apd Enclosures A and B,

3. TFroliminary drafts of the SEC and the EIC reports
are due in:.thia Office on 25 larchs £inel reports are due on
7 April, - ' " S

4. Ue are now prepuring formal terns of reference for
SE-38, which estimate will be based op the reports of the

' SEC and the. EIC, .

5. These terms of reference will be oireulated at a
later date and will be the subject of an JAC representatives
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meoting. At thls meeting we will requost the attendance of
representative of the SEC and the EIC, This should give smple

opportunity for elearing up pu-oblm of coverage, overlaps
and format for ﬂ.na'.l zeports,

25X1

Exeoutive Seoretery /
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SECRET
SECURITY INFORMATION
ENCLOSURE ®AP
SCIENTIFIC ESTIMATES COMMITTEE
19 February 1953

SUBJECT: TERMS OF REFERENCE FOR ASSESSMENT OF SCIENTIFIC AND
TECHNICAL ASPECTS OF SOVIET ORBIT ELECTROMAGNETIC
WARFARE CAPABILITIES

FROBLEM

. To assess the capsbilities and probable intentions of the
Soviet Orbit for waging electromagnetic warfare against inter-
netional telecormunications, ineluding navigation in the frequency
range below 30 negacycles,

DEFINITION

Electromagnetic warfare is the contest through preclusive
use, Jarming, interference and related measures for the control
of a1l or parts of the radio spectrum or the denial of use by
others.

SCOFE

This agsessment should disclose the Soviet Bloe present
capability end intent for offensive action in the field of elec-
tromagnetlic warfare against long-range radio communications and
navigation facilities. Assessment of the present capebility will
include an investigation of the present relative position of the
Sovlet Bloc in international frequency assignments below 30 mege-
eycles, and of the existing Soviet machinery for jamming and its
ebility to be effective in various parts of the world where the
commmunications of concern are carried out, Assessment of the
probable intentions will include a discussion of any pertinemt
indicators such as trends in research and development, their
attitude and statements at international telecommnications
conferences, the vulnerability or invulnerability of their own
communications to Jamming, and indications thet jamming will be
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extended to internal troadeasting systems of nom-arbit countries,
and indications that it will be used againmst services other than
broadcasting,

The subject should be covered assuming cold wer conditions
and then should be reconsidered in the light of a hot war amend-
ing the previous conclusions as necessary,

The following questions have been prepared in order to
stimlate research and should be considered only as a guide and
‘are in no sense intended to be restrictive, The answers to these
and othor pertinent questions should be supported by sufficient
back-up dats to substantiate conelusions reached,

SOME OF THE QUESTIONS BREARING ON THE PROBLEM
a. The pregent cepability for electramagnetic warfare:

1. What 1s, in brief, the history of Soviet jamming of
broadeasting, commnication, and navigation signals?

2. In what degree do the Soviets possess the necessary
parts of an efficient jamming system?

a. Transmitters

b, Monitering stations

¢. Control commnications
d. Trained personnel

3. What is the copebility for disruption of the long-range
telecommmicatlion circuits and navigation aids?

a. What are the geographical relationshipes between
potential Jamming stations and existing receiving sites?

b, What is the relative susceptibility to jarming of
the different types of radio communications?

¢, What 1s the possibility of the potential orbit

Jamming stations achleving effective jamming signal inten-
sities in the various parts of the world in which circuits

of concern are located?

—2-
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4. What is the vulnerability of the Russian commmication
system to the effects of their oun jamming operatioms?

5. UWhat 1s the present relative position of the Soviet Bloe
in in:ierngtional frequency assignments compared with Vestern
countries

i 6. mftm:r a.gy gi:dim;:atim that t-:ara ars assignments mede
excess O e te nesds for the purpose of denying
use by other countries?

b.

1, Is there any indication of future action derivable from
recent trends in ITU notifications?

2. What 1s the Soviet capabllity for thi
netwqu? pa v expanding the Jamming

oa (over next two years):

1, Vhat is the vulnerability of the Russian comminications
system to Jamming from outside the Soviet territory?

-3 -
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SECRE?
SECURITY INFORMATION
ENCLOSURE "B»

ECONOMIC INTZLLIGENGE COMMITTEE
SUBCOMMITTEE ON ELECTRONICS AND TELHCOMMUNICATIONS

18 Pebruary 1953

SUBJECTs SOVILT (Orbits) CAPABILITIES AND INTENTIONS FOR
= ELUCTROMAGNETIC wARFARE (Below 1O Mes)

#Orbdt corprises: USSRy Albaniae, Esst Austria, Bulgaria,

- Csechoslovakis, Ching, Last Germany,
Hugary, Poland, and Rumenia.
Seope , 8 Fecilities and Services: wire and radio.

Under what oconditionss Cold war during next two years.

SUMMARY
I. THE PRESENT ORBIT RADIO AND WIRE GOMMUNICATIONS PROFILE
A» Eagllities pod Sysiems
l. Soviet Union |
a. Military Plant
b, Non-military
2. Satellites
& Military Plant
bo Non=smilitary

3. Postwar Trends in the Development and Use of the
Orbit Communications.

& Military
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bo Nea-militery
L: Facilities Utilized in Jemming
B; Orbdt Communications Equipment Resources
1. Produsticn |
a: Soviet Union
(1) Mlitery
(2) Nonmilitery
b Satellites
(1) Military
(2) Nonﬁutw-
2, Imports
3. Distribution snd Allooation of Equipment Resources

8. By sres
b By nerﬁues in which they are to bs used
0. By users
(1) Publie
(2) Government
| (3) Military
ko Trends
Co Present Orbit Communications Manpower Resources -
1, Mlitay | |
2. Non-military
Do Mod_amify of Applied Techniquesand Technologles

1. Techniques, procedures, and methodology
2. Extent of Application of the Newer Technologies
-~ 2 [-~4
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Eom

1.
2.

Post World War IT to date
Over next two years

IX. CAPABILITIES OF ENLARGING ELECTROMAGNETIC WARFARE

Ao Stratego. Coats

1.

20

3o
bo

5¢

Diversion of resources to production of eleptro-
magnotie warfare equipment '

Diversion of sommunication fasilities from normal
servios to elooiromagnetio warfare servics

Diversion of manpower

Maxisum Utilization of present capabilities
(over next two years)

Inoreasing Present Capabilitiss (over next
two yesdrs)

Bo Military Costs

X,
2
3o

ko
5o

6o

Diversion of military resources to produstion ‘ot
eloctromagnetic warfare equipment

DMversion of military commnication facilities
from normal service to electromagnetic warfare
service '

Diversion of manpower

Military cost of ourrent effort

Maximam utilisation of present capabilities
(over next two years)

Increasing present capabilities (over next
two years)

III. VULNERABILITIES AND PROBABLE EFFECTS OF RETALIATION UPON
ORBI1 GOMMUNICATIONS OPERATIONS

Ao Vmerabj.li_tiea

@ 3 -
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1. Mlitery
as Radioc circuit obstruction or disruption
bo Non-alternate facilities
8, lMobile oircuits
do Other
2. Non-sdlitary
2o Radio ocirounit obstruetion or disruption
be KNom=slternate facilitles
oo Mobile circuits
do Other
Bo Resdjustment Capability to Owercoms Retaliation
1. Mlitary

8. Reversion to landline, micro-wave, alrmail,
‘ courier, otc.

b- Rerouting of traffic
8. Revision of priority classification of traffic
4. &nd Resulte
2. Non=military

8. Reversion tn landline, nicro-wave, sirmail,
courler, etoo

b- Rerouting of traffio
¢- Revision of priority classification of traffic
do End results
IV, AN ESTIMATE OF SOVIET ORBIT COLD WAR LLuCTROMAGNETIC WAR>
FARE INTENTIONS

Ao As to Minimigzation of *'elcctrcm_agmtio warfare
Vulnerablilities N

-1 =
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Bo As to Maximisstion of Gold War Eleciromagnetic Warfare

Vo CONCLUSIONS

POSTSCRIPT: LEffects of & Hot War upon the Conglusions reached
in (V) for a Cold War

Lo Mty
Beo Non«uﬂitﬂ
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